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I. Historical Significance and Origins of Confidentiality

Ever since the Hippocratic Oath was first recited, the medical tradition that traces its origins to
the Hippocratic School has espoused the principle of confidentiality as a fundamental principle.

What [ may see or hear in the course of the treatment or even outside of the treatment in
regard to the life of men, which on no account one must spread abroad, I will keep to myself
holding such things shameful to be spoken about.

The commitment to confidentiality was enunciated in the first Code of Ethics adopted by the
American Medical Association at its founding in 1847. The language has changed somewhat in
successive renderings of the Code. The latest rendition of the Principles of Medical Ethics
adopted in 1980 states that a physician “shall safeguard patient confidences within the
constraints of the law.”

The principle of confidentiality is rooted in the concept of respect for privacy, which is not a
duty specific to medicine but applies but applies to all relationships. It is generally accepted that
there are certain aspects of people’s lives which are their own business, and only they should
determine with whom they are shared. Doctors are more likely than many to have access to very
personal information and therefore bear a great responsibility to be respectful of their patients’
privacy.

Confidentiality as a medical norm also derives from the nature of the patient-physician
relationship itself. In order for physicians to provide good care, they need information about the
patient. Obtaining that information requires that patients trust their doctors not to divulge their
secrets to others. If patients do not trust their doctors, they may withhold vital information from
them. Thus the medical profession (through the Hippocratic Oath and the AMA principles) has
promised confidentiality to patients. Confidentiality is part of the social expectation of doctors
and is so well established by tradition that it has also become embodied in the law created by
court decisions.

But the rule of confidentiality is not absolute. There is ambiguity in the Hippocratic Oath’s
prohibition of divulging information “which ought not to be spoken of abroad.” What is it that
ought not to be divulged? An early AMA statement left room for interpretation by providing that

A physician may not reveal the confidences entrusted to him in the course of medical
attendance, or the deficiencies he may observe in the character of patients, unless he is
required to do so by law or unless it becomes necessary in order to protect the welfare of the
individual or of the community. (Principles of Medical Ethics, 1957, italics added.)

I1. Limits of Confidentiality

So what are the limits of confidentiality? Several exceptions to confidentiality have become
fairly well established:



1. Physicians may share information when the patient authorizes it. This may not even be
interpreted as an exception. There is at least an implicit permission to share information
with a team of people engaged in the care of the patient, but the patient may not be aware
of the extent of that sharing. Having patients sign release of information forms
authorizing sharing of information with insurance companies, employers, or others is part
of standard procedure where a waiver of confidentiality is appropriate.

2. Certain conditions that may affect the health and well-being of others have become
legally reportable to state agencies. Thus physicians may be legally required to report
sexually transmitted and other infectious diseases, gun shot wounds, suspected child
abuse, or other information that a state may deem important for public safety. The
particulars are a matter for the individual state to determine, but such reporting is
considered ethical by the profession.

3. A doctor may be ethically permitted or even expected to warn people who may be in
danger because of the physician’s patient. In some jurisdictions, warning about serious
threats may even be legally required. These are not limited to criminal threats. In the
“genetic age” it is ethically required to inform the caregivers of offspring about the
child’s risk of obtaining serious genetic diseases or conditions.

4. A breach of confidentiality may sometimes be ethically permitted or required to protect
patients themselves.

5. Insome cases, a physician may be required to divulge confidential information in a court
of law.

Although there are areas where exceptions may be justified, the principle of confidentiality is so
central to the nature of the professional relationship that doctors should think carefully before
concluding that the exception is necessary. Most physicians take confidentiality very seriously
in their deliberate communications. Most breaches of confidentiality result from carelessness
rather than intent, commonly occurring in public settings when medical colleagues converse
without thinking about who else may be listening, such as in elevators, in the cafeteria, and in
rest rooms—and in the doorway to an examining room.

I11. What is HIPAA?

HIPPA is the Health Insurance Portability and Accountability Act of 1996, a federal law which
(among other things) laid down strict standards regarding the privacy of all patient-related health
information. This is known as “The Privacy Rule,” and went into effect in 2003. The law set
standards for how such private health information (PHI) could be collected, transmitted, and
stored, and mandated that hospitals and all healthcare personnel be trained in methods of keeping
information confidential. It is now a federal violation to divulge private medical information to
non-relevant personnel without the express consent of the patient. The implications of the law
cannot be understated. Identifying names of patients, for example, may not be visible in any
public area. “Elevator talk” is now banned. Although the law is far from perfect, HIPAA has
served as a reminder that confidentiality is a critical element to the practice of medicine.



IV. Informed Consent: History and Origins

Informed consent has become a household word in the medical profession. Unlike
confidentiality, it has not always been so. The Hippocratic tradition not only permitted but even
encouraged withholding of information. The legal system in this country has played a major role
in changing that practice; in the last few decades, the practice of informed consent has been
adopted, at least in theory, by the medical profession.

In philosophical terms, attention to informed consent can be said to arise out of a respect for
autonomy, rooted in the inherent dignity of the person. If we have said that respecting a patient’s
wishes is one critical element in patient care, then it follows that for a rational person to exercise
freedom requires that that person be given all the information a “reasonable person” would need
in order to make that decision. This is especially true in medicine, where technical knowledge is
limited in most patients. To allow people to make healthcare-related decisions either when they
are not informed, or cannot (or should not) make decisions for themselves is a dishonor to their
value as persons.

Outside of medicine, we see examples of “informed consent™ all the time. Instructions for baby
toys or workshop tools come with a litany of warnings about how to use it the toy or tool
properly, and what happens if you do not. New York City passed an ordinance in 2007 requiring
restaurants to list on the menu itself the number of calories (and calories from fat) contained in
each item!

V. Elements of Informed Consent

To have genuine informed consent, or valid consent, three elements are necessary. The patient
must: (1) act voluntarily; (2) be mentally competent to consent, and (3) have sufficient
information on which to make a reasoned judgment. You can clearly see that the concepts of
Autonomy and Competence (see Notes, Fernandes/White) are intertwined with the notion of
informed consent.

But what kind of information is necessary, and how much? One legal answer is “what a
reasonable person would want to know in order to make a decision.” The ethically sensitive
physician may also be asking what this particular patient would want to know and need to know.
Most discussions of informed consent suggest the guideline of reasonableness. Obviously the
doctor must interpret and apply this principle in the circumstances of each particular case.

Required elements of informed consent:

The diagnosis and prognosis (if available and known)

The proposed treatment, its potential benefits, and the likelihood of those benefits.
The risks and the likelihood of those risks.

Alternative treatments, and their risks and benefits, including no treatment.
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V. Informed Consent: Limitations and Exceptions

There are exceptions to the requirement of informed consent.

1. Emergencies. In life-threatening situations, we assume the person would want to
be treated. The law calls this “implied consent. ”
2. Therapeutic privilege. If the consent process itself would unquestionably cause

serious harm to the patient, it may be permissible not to obtain consent from the
patient. This is exceedingly rare.

3. Incompetence. When patients are not capable of making their own decisions,
consent must be sought from a surrogate.

A final note. Consent is a process of communication. The consent form is not to be
confused with obtaining the patient's consent—it only provides evidence that consent has
occurred.



